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Logicom in Romania

Member of Logicom Public Ltd Group
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Logicom Public Group

18 countries - 12 warehouses
5’000 customers in 25 countries
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About Logicom Public Ltd

» Started in 1987
» |T Distribution Group with HQ in Cyprus

» The biggest IT company in Cyprus

> 1997-1999 — EU Distribution contracts for: Cisco
Systems, Intel, Microsoft

» 2000 — listed on the Cyprus stock exchange and starts
geographical expansion in 18 countries

» 2005 — member of FTSE CySE 20 Stock Exchange

» 2006 — presence in Turkey — after 1 year of operation,
becomes no.1 Cisco Authorized Distributor

» May 2007 — presence in Romania, Bulgaria, Hungary
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Logicom in Romania
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Logicom in Romania

» May 2007 — start ops; Cisco Systems m
Authorized Distributor py—
> June 2008 — Intel Authorized Distributor St s
nte
» July 2008 — No. 1 Cisco (revenue) on Ro Cisco
Disti market Distributor
» Aug 2008 — Kingston Authorized Distributor . . omed
“Ingston
» Nov 2008 — Microsoft distributor based on EU ' RINGSON
contract (OEM, VL, retail)
> May 2009 — Linksys distributor Microsoft
» June 2009 — new offices & own warehouse in

Mogosoaia area -
» Dec 2009 — MSI products in portfolio LINKSYS
> Feb 2010 — HP supplies based on EU contr... e

) LoG/icom ( |

Cyprus Greece Italy United Arab Emirates SaudiArabia Lebanon Jordan Turkey Qatar Pakistan Kuwat Oman Bahrain Malta Hungary Bulgaria Romania




Market proposition (1)

> Diversified stocks & financial strength
— Invest heavily in stock; various items; latest products
— DHL delivery all over Romania

> Optimized Logistics & Fast access to products due to regional presence
(Greece, Bulgaria, Hungary)

» Transparency

— Product availability on stock/back-order, delivery terms, product life-cycle,
price variation, new products

— Correlate stocks with you needs (forecast)

— Flexible payment terms ... for good payers and constant customers
» Only distribution business

— no PC/network integration

— no retail presence

— No direct contact with end-users — we forward them to the resellers
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Market proposition (2)

» High quality products and support
— Extensive info about vendor’s promotions and marketing programs
— Technical and sales trainings
— Road shows, promotions, sales contests etc

> Fast(est) answer to your orders/questions

» Relationship oriented
— Attention to the resellers business needs, special projects etc.

— |dentify profitable business opportunities for the resellers & provide
proper solution support

» Fast approval of credit lines & payment terms (depends on the
financial situation of the company & history payment)

» The product portfolio is expanding
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Business Challenge

“Spam, viruses, spyware,
and phishing all have one
thing in common—they
make profitable
businesses. And these
profits create incentive
for innovation on the part
of the perpetrators.”

— Peter B. Danzig, Ph.D.
University of Southern California
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NINIr
CISCO Product Overyi

The Cisco Spam & Virus Blocker is a dedicated email security
appliance for small business with up to 250 email users.

It provides powerful protection against spam, viruses and other email
threats to secure your network and business data while
improving productivity.
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NI Benefit Highlight:

c1sco i1

» Virtually eliminate spam, viruses, and

other email threats.

» Accurate protection immediately after

setup.
» Block non-business emaiil.

» Retains accuracy with continuous

and automatic updates.

» Set it. Forget it. It just works.
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| I Benefit Highlight:
AR ANRA RN Easy Installation and Use

cisco s —

» Quick and easy installation into most networks within minutes.

» Provides immediate protection out of the box once installed in network.
» Automatic threat updates to the appliance with no intervention required.
» Simple browser-based wizards support management and reporting.

» Reduce operational costs of administration.

Groupware
(Exchange, Notes,
Groupware)

Cisco Spam &
Virus Blocker

Internet Firewall
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| | Benefit Highlight:
AR AN Simplified Single SKU Ordering

cisco e —

= Bundles include everything (hardware, software, support services for 1-3
years, for 50, 100, 250 users) to simplify ordering to just one SKU.

= Available only through distribution channel and competitive pricing.

Product Name Product Description

BLKR-SVB-50U-1Y
BLKR-SVB-100U-1Y
BLKR-SVB-250U-1Y
BLKR-SVB-50U-3Y

CON-BLK-BLKR50U
CON-BLK-BLKR100U
CON-BLK-BLKR250U

{)LoG/ICOm a

Cyprus Greece Italy United Arab Emirates SaudiArabia Lebanon Jordan Turkey Qatar Pakistan Kuwat Oman Bahrain Malta Hungary Bulgaria Romznia



cisco s —
B T T T T T

Cisco Spam & Virus Blocker
Technical Overview
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Email Security Threats
More Spam and Spammers

>

» Reaching 180 billion spam messages
per day

Source:

More Spam

Daily spam volume doubles yearly

Q1t'o7 Q2'07 Q3'o7 Q4'07 Q1i'08 Q2'08 Q3'o8 Q4'o8

Calendar Quarter Period

Cisco Threat Operations Center
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More Spammers

» More Spammers with Botnet-
compromised hosts send spam

» Malware sophistication increasing
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Spam Sophistication

Increasing

!
{
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Gorman Stock Insider - OYQ.F (TKMD.F)

e e —

femrt fomems b mas L
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Turn € 5,000 into € 25.000

B i - e INVEST IN EXCHANGE MOBLLE (Frankfurt: EM1
Eadal
e - e —— S— =
TEXT SPAM ATTACHMENT SPAM

(PDF, EXCEL, MP3)

o >
008
IMAGE SPAM TARGETED ATTACKS
« A *STATTENTION ALL DAY TRADERS AND INVESTORS*** b - Your Equitable
Sparr! ha_s undergone a.S|gn|f|cant AR T Bank account
evo_lutlor! in 2008...sophisticated mpipremslpenple SRS Vo Al o is closed, call
online criminals have been WATCH SWAM LICE A HAWK ON Tuesday Ry 1, 2006 e e e e e it s e ey e e us now at (802)
using smaller phishing campaigNs |comowry same:  sounmesion swowar, ra T SRR T S s e i SR e A 354-4250
aimed at more targeted groups of S S
recipients — to great effect.” Vb rue —
- 2008 Internet Security Trends Report - oy =
P 0025 (27.78%)

Published By Cisco and IronPort Market Capr  $3,000,000 00 (Agpron) etk ol s ot —
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ST Malware Is On The Rise
Email is a Primary Medium

cisco e

~
Weorms & Viruses

Fimancial
crime

e
- Botnets, Trojans, &
A \/ Roatkits
7 Fame & Gleey

= Visibility

p33 Innovation +
4 Criminal
Ecosystem
UNIQUE SAMPLES OF MALICIOUS PROGRAMS |
Number of unique samples
6,000,000 )
Almost 5.5 milho : g )

a0 con i 55 m n unique samples
1,000,000

600,000

400,000

Under 10,000 unigue samples
200,000

\\\\\\\\\\
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Net Admin’s Frustrations

= Threat proliferation
Increases workload
and demands
Increased expertise

= Thin administrator
resources increasingly
stretched with budget
tightening
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ST Cisco Spam & Virus Blocker Architecture
Inbound Security, Outbound Control

CISCO S —
B T T T T

~—
INBOUND .
SECURITY Spam and Virus Defense
.
THE CISCO ASYNCOS™
EMAIL PLATFORM
~—
OUTBOUND Highly Flexible Content Filtering
CONTROL
.
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Anti-Spam Defense in Depth
CISCO

SenderBase
Reputation Filtering

Spam Blocked o
Before Entering Remaining Spam
Network Blocked

N N
SOOI A

%
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NIr SenderBase
Breadth & Quality of Data -> the Difference

cisco s —

SpamCop, SpamHaus (SBL), NJABL, Bonded Sender

Spamvertized URLSs,
DLINETGREIEMAIS: phishing URLS,

Spam, phishing, B¢ ET IP Blacklists &
& Safelists spyware sites

virus reports [EET] S Whitelists

SpamCop, ISPs,

customer  Spam Traps
contributions

Compromised SORBS, OPM,
Host Lists DSBL

Message size, Downloaded

attachment volume, BUEEEETS (4 ] L., TR , "” & Web Site . loa
attachment types, [elyllEI1{])] ehabikalababs : L A e Composition ['JESLS'"}ELZ%
URLSs, host names B E{E] ' Data heuriétics

Global Volume

Data /_\ /\ Other Data
Over 100,000 .
or\g/;earnizations Fortune 1000, length of sending
email traffic ’ history, location, where the

: domain is hosted, how long has it
web traffic SenderBase been registered, how long has
the site been up
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NI Email Threat Operations Center
CISCO Data, Research, Protection

Threat
Operations
Center

Security
Updates

SenderBase
Data

500 Threat Analysts worldwide
100+ Patents; 80+ Ph.D’s
24 x 7 | 365 coverage

Over 32 languages spoken
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NIr SenderBase Reputation Filtering
Real Time Threat Prevention

cisco e —

Known good
is delivered

ﬁ%@

::2» Reputation Cisco
Filtering Anti-Spam
Incoming Mail l . m

N5
S

Suspicious
is rate limited
& spam filtered

R

Known bad is

Good, Bad, and blocked
Unknown Email *
CiSCO,S Inte rnal Message Category % Messages
. 4 Stopped by Reputation Filtering 93.1% 700,876,217
Emall Experlence: Stopped as Invalid recipients 0.3% 2,280,104
Spam Detected 2.5% 18,617,700
Virus Detected 0.3% 2,144,793
Stopped by Content Filter 0.6% 4,878,312
Total Threat Messages: 96.8% 728,797,126
‘)‘aﬂltam Clean Messages 3.2% 24,102,874
Total Attempted Messages: 752,900,000

Cyprus Greece Italy United Arab Emirates SaudiArabia Lebanon Jordan Turkey Qatar Pakistan Kuwat Oman Bahrain Malta Hungary Bulgaria Romznia



1ML Cisco Anti-Spam
' ' ' Defense in Depth Spam Protection

cisco e —

v Spam Botnets v' SMS Spam
v’ Spammer v" Attachment-based
Networks Spam

EMAIL REPUTATION MESSAGE CONTENT

WEB REPUTATION

v Malware/Phishes

v" Short-Texted Spam < - v' Spam created using
with URLs Automation Tools

v" Image Spam
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Anti-Virus Defense in Depth
CISCO
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Data Loss Prevention
"I"'I" Simple Set Up

cisco s —
IR o

Message Body or Attachment
n Easy “3 click” Set_up using content filters Does the message body or attachment contain te

matches a specified pattern?

O Contains text:

= Use pre-defined content categories or , .
. & Contains smart identifier:
create / customize your own T =
O cContains term in content dictionary:
= Can be applied to specific users under HIPAA-Dictionary, txt ¥
o .. Number of matches required: Il (1-1000)
SpeCIfIC conditions For content dictionanes, the number of matches
Import from local computer: 2 =iy Y
© p P\ = Smart Identifiers: (2)  gnable Smart Identifiers Weight
, Credit Card Numbers [1 &
(O Import from the configuration directory on your IronPort 2 - :
GLBA-Dictionary.txt l Social Security Numbers [1
HIPAA-Dictionary .txt -
PCI-Dictionary txt v] ABA Routing N 5 &l
3 [v] ABA Routing Numbers 1 v

confin dtd
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ST Data Loss Prevention
Comprehensive Remediation & Reporting

cisco s —
B T T T T T

Quarantine

Quarantine
Strp Attachment by Content

Flags the message to be held in one of ¢
Stnp Attachment by File Info areas.

= Multiple remediation actions

Add Disclaimer Text

Bounce (Final Action)

Dekver (Final Action)

I o
- encrypt, quarantlne, dI’Op, Bypass Outbreak Filter Scanningl Send message to quarantine: {Policy I8
bounce, BCC, strip content Send Copy (Bec:) l |
: Notify | Radisentior AR
. O_ﬁer.]dlng C.ontent ) Change Recpient to I st ,J- '_ .»_~ i:p g e
highlighted in quarantine for Send to Altemate Destination l c : 0
. Host
easy analySIS Dekver from IP Interface l
= Reporting on a per policy Strip Header |
and per user basis Add Header |
Encrypt and Deliver (Fnal
Acton) |
l
|

Biron (Final Action)
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Spend Less Time Managing

e

Incoming Mail Policies

Easy
Installation

Track All
Messages

{)LoG/ICOm

Cincn Bpam & Virus Do ner

@ Mgty athon

s oy

e e

e
or

e

P Red J
| O Py Neme  A-Tees
! " -
—

Email Security

B covece: (SRR © Manager For
e [repe— L ] - .

Configuration
- .-t ]

e —— Real Time
Reporting
s =
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Comprehensive Insight

ol | 1ol | I Unified Business Reporting

CISCO
B T T T T

Consolidated Reports : - —

= Single view s S N S0 R
across the bt e
organization - i ' .

EY o Email Volumes
- o I .g Spam Counters
. > Toded Thowat Mensapen 8 W0 Q_ . - -

+ Real Timo 1T R
insight into e e e e [ 5 Virus Reports
email traffic and T T O Outgoing Email Data

: o
securlty threats 2t = Reputation Service
=
= System Health View
= Actionable drill
down reports R e i | e -

Tutsd Messapes Seburrsd
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How Email Passes

Through Blocker
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e Understanding the Work Queue

cisco S —

REPUTATION
FILTERS ANTI-VIRUS CONTENT

FILTERS

:> |:>E|:>

ASYNCOS™ MTA PLATFORM
W — ¥
{)LoG/ICOm w
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o], Understanding the Email Pipeline

cisco s —

=B s ] RIS Queue Up for Worker Threst;

To Perform Slower Tasks

Receive Mail

LDAP Look
Enforce SMTP Policies ookups

LDAP Lookups

Work Queue Filters

En-queue / Message

Enqueue for Delivery

Release Inbound Connectid
MTA Responsible for Mess3

Accept Mail Process Mail Deliver Mail
(SMTP server) (Work Queue) (SMTP client)

SMTP Work
50| | Queue

MTA
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Installing Blocker
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NIr Cisco Spam & Virus Blocker
Overview

CISCO —

Cisco Spam and
e > — Virus Blocker

|
Mail Server@

Guecom
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1ML Blocker Connected to Inside
. . . (Intranet)

cisco e —

MX-Record

smtp.customer.com = XXX.XXX.XXX.XXX Most Common Scenario

MX record points to public IP
A Firewall NATs the public IP to the Blocker

|lejy Buiwoouj

ASA 5500 or
Public IP equivalent

XXX XXX XXX XX

L!J|

Outgoing Mail

L

Cisco Blocker
192.168.10.101

"

Mail Server o
192.168.10.56

{)LoG/com
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1ML Blocker Connected to Outside
e __E (Internet)

cisco e c—

MX-Record
smtp.customer.com = XXX XXX XXX. XXX

MX record points to public IP
Blocker is configured with public IP address

|lejy Buiwoouj

Least Common
Scenario

Outgoing
Mail

ASA 5500 or .
Cisco Blocker
Data 1

2quivalent Public IP Data 2
uplic ata
XXX XXX XXX XXX 192.168.42.110

D o\

Outgoing Mail

Mail Server
192.168.10.56 _________ __ ___ e __

{)LoG/com
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ST Planning the Blocker
Placement

cisco e

Outside 3
§_ Data 2 Interface
Cisco ASA 550007l Q  Host name is the MX Record
equivalent =
o) = » Configured by the wizard to handle
= (1 . . .
§ _—_—_—_-;, incoming mail only
3 ; Public IP . : : ; :
tﬂg Inside o — Is the first email hop in the enterprise
= =
%; Data 2
. 192.168.10.101
E SMTP
ﬁ Data 1 (management)
——— - Mail (192.168.42.42 Default)
o ai
Server ® admin HTTP/HTTPS

Default: Cisco Blocker runs as an incoming mail gateway and Company mail server sends mail directly outbound

{)LoG/COm
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Accessing the Blocker
CISCO

= Set your IP address up on the 192.168.42.0/24 subnet

= |f auto-negotiation is not available, then use a cross-over cable between
Blocker Data 1 and your Laptop

Internet Protocol (TCP/IP) Properties 7 X Crossover Cable
Gereed
You can get 1P sefing: attgred sutomatcally | your netword. nppors
thes capadiity Ohmowsse, you mend 10 ack pous redwork scdmeres sior bor
the xoregnse P selrge J

et 192.168.42.42
(0) Upe the folloswrg 1P addess

e TR (management)
Sabret mack o5 55 2. 0

Deladt gatoway 2 188 Q.

(%) Use the follosng DINS seever adkdesses
Profored DNS server

Adomate DNS server

{)LoG/com

Cwprus Greece ltaly United Arab Emirates SaudiArabia Lebanon Jordan Turkey Qatar Pakistan Kuwat Oman Bahrain Malta Hungary Bulgaria Romania




], Running Setup Wizard

cisco e—r——
I N [ —

MY
Cisco

Ready to Stop Spam?

In minutes your company’s
spam & virus problems will be solved.

Thank you for choosing the Cisco Spam & Virus Blocker

to protect your organization's email.

What you need to get started:

An Internet Connection

Your Quick Start Guide Out of the Box with Step 1 Filled Out

{)LoG/COm
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o | | 1ol | I Running Setup Wizard (Cont.)

cisco s —
B T T T

E H ' l ' I .

2] Registration

More Information

Company Information
e Pt th,'ﬂ"»’

534) TechrolegyOrwve
Flease artar your company's
contact wlcrmasen and &
prwnary park of contact 40 we
N M tate ¥ Y-~ | MAY PrEcess YOur rnegetrston
' Quckly. A vakd amad addrom
" regared for & permanert

r W a ‘e .
Aasey Ty Urvtad States \ boenae

Primary Contact

Doel Mt Nave :ﬂrr.'.\
DEUTEEEDTRIENER | toroier B0l i@ cihange nbet o
Bumress Phern: 40§ 2392498 | Mabde Phooe

Secondary Contact (optional)

{)LoG/com
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........

Running Setup Wizard (Cont.)

eAvv iy wteey \or

Data 2
Network
Settings

Information from
Pre-install

checklist

Alert
- Recipient

{)LoG/com m
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], Running Setup Wizard (Cont.)
CISCO e —

Y atliat)n,

O Security

More Information
Anti-Spam Policy

T
How would you like to handle spam?
® Block and Quarantine (recommended) DefaUIt
and notify users with a daily digest. Security
O Quarantine All — Settings
and notify users with a daily digest,
O Tag and Deliver

Anti-Virus Policy:

Block Viruses

{)LoG/com

Cyprus Greece ltaly United Arab Emirates SaudiArabia Lebanon Jordan Turkey Qatar Pakistan Kuwat Oman Bahrain Malta Hungary Bulgaria Romania




e, Reviewing your System Setup Values

cisco s —
B T T BT T T

' I ' I .
Virus Blocker él's é ;

Review Your Configuration

Registration [rax)
Mher tnpraereng
M) YechwalogyOrive
o Jese, Callirras YY)
Unied Thetey
v Joal Sewh
2ot s hange phen com
Buoiseis 408 27%-24v

$ WA

Network (o
- Vb St e
194810000

, MM

192.148.10.200
tretel
Sl ge rhet e
o (12200220
’ Joahe s tharge phe com
(Peddden )

Massage Seanity (1)

’ ' Bach M Qualatire W tend Lady S

frabedl
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CISCO Verifying the Installation

Cisco Spam & Virus Blocker

Moeetar Madl Pohores Securtty Services Network Syvtem Adrenatraton

Next Steps

Is Your Netwark Ready?

J

»Q Condirm Firewall Settings.

Venty that you have ogensd all necessary ports in your frawall. For axample, asaure you apen port 2% on your Srewall so Dlocker can scoept
mad.

> Sed Nk o GOMmersnon for mare oAQMYLOn on fvemall ContQuranen

Condires NAT Settings.
By netmirk an e wpnmnant contand & NAT devioe, confam & & configured for port formardag to Block er

» See Blocher Sotumertanen for more HAMIMItONn on KAT devie CondQurahor

Confires the MX Record configeration,
Your MX recerd 5 wied 10 held route NOOMNg Mmael 10 & Mad Sarver. You must dhange the MX record 18 pourt 1o Blodk er

» See Blocker docunertaton for rmore rdarmaton on MX record condgurshen

System Test

In Blocker s ready to recerves emal

The systern tert checks Circo Diocker fov internet cormmectivety and besse mav hanaiing

Enter an emal address that contans & vald recgeent doman: [:n.;.wunh.--;- bt com

Run System Test

{ VLOG/ICOM
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Verifying the Installation

Subject: Welcome to Cisco Spam & Vs Blocker!
From: MAILER-DAEMON@alpa com
Date: Fn, November 21, 2008 4:30 pm
To: alan@exchange alpha com
Normal

Options: View Ful Header| View Printable Versson | Downdoad this as o fils

Congratulations, Blocker 15 successfully sending email'!

As a final test, ve recomeend you send yourself a message to verify Blocker
15 receliving email trarffic.
1. Sepnd email to your company account from a personal account like Gmail
or Yahoo!
2. Within a fev minutes, you should receive your message. Confircm thac
Blocker processed this message by Qgoing to the
hreps://msgut . alpha.com/monitor/reports/incoming mail., The email domain you
used to send the test message should be lisced.
Once you've completed this final test, you've confirmed Blocker 1is
protecting your emall systems--not only from today's threats, but from those
certain to evolve in the future,

oming Mail: Domains
s8reier | DOmene | Meteirt Twran)

|s* $arge ]-f . _-]
piv JO08 21,00 % I3 Wev J008 3139 faMT)

Seaders by Total Therot Nessages

Mnhnw.nn\ml

{ VLOG/ICOM
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cisco o e

» Cisco Small Business Web Site: www.cisco.com/smallbusiness
» Cisco Partner Central — Security: www.cisco.com/go/smbpartner/security
» Cisco Spam & Virus Blocker: www.cisco.com/go/blocker

lnﬂ 1\ i\'l'l
, \

s
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Contact

Logicom IT Distribution SRL

» Email: sales@logicom.com.ro
> Tel: (+4) 021 24 24 226
» Fax: (+4) 021 312 55 45

» Office and warehouse: Sos. Bucuresti — Targoviste,
Nr. 12A, Corp A, et. 4, Mogosoaia, Jud. llfov
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